
Master of Puppets
How to tamper the EDR?



Whoami 
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Daniel Feichter: 

• Founder of Infosec Tirol (www.infosec.tirol)

• Twitter @VirtualAllocEx 

• Martial arts fan and fully convinced EDR user

Focus on:

• Offensive security/red teaming

• Antivirus & EDR products 

• IT-security research 

• Windows Internals 

• Defense evasion 

• Windows hardening (client/server)

https://twitter.com/VirtualAllocEx


We take a look at 

i. ATT&CK T1562.001: Impair Defenses: Disable or Modify Tools

• How to disable main functionality of EPP/EDR’s, by targeted, controlled, 

tampering of specific EPP/EDR components?

Without relying on:

i. EDR uninstall password 

ii. Using (EDR) uninstall software 

iii. Disabling EDR by Security Center GUI 

ii. Disclaimer: just my personal research/experience

iii. Applies to multiple products 
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https://attack.mitre.org/techniques/T1562/001/


We want to achieve 

Functional connection between different components user- and kernel space

a) User space: processes, services, registry keys

b) Kernel space: callback routines, EDR drivers

Deep dive AV/EPP/EDR products on Windows

a) Antivirus module: dynamically and in-memory prevention

b) EDR module:

i. Detections and telemetry footprint

ii. Host isolation and real time response (remote shell)

iii. EDR recovery feature

Controlled disabling key components, to permanently avoid 
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Reference: https://www.pinterest.com/pin/768074911421378920/



User space 
First Step: EDR process tampering



User-space: EDR process tampering

a) Try to kill EDR process in system session -> despite system integrity not being allowed

EDR process termination 

Normally, initialized as Protected Process Light (PPL) 
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User space 
Second Step: EDR service tampering



User-space: EDR service tampering

•

Identify connected, protected service
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User space 
Third Step: EDR registry tampering



User-space: EDR registry tampering

Protected service, identify reg keys / sub keys / entries
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Kernel space 
Fourth Step: EDR kernel components



Kernel-space: EDR callback routines

•

Besides; (could) be responsible, protecting reg keys against tampering
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First Demo: EDR user space service tampering

a) Impact on EDR user space component and functionality, 

when ProcessNotify callback gets patched?

• All creds for the POC CheekyBlinder to @brsn76945860

• Have a look at his amazing blog https://br-sn.github.io/

Closer look at tampering the EDR user space service 
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https://github.com/br-sn/CheekyBlinder
https://twitter.com/brsn76945860
https://br-sn.github.io/


Kernel space 
Final Step: EDR minifilter driver



Kernel-space: EDR minifilter driver

a) EDR kernel component which is:

i. Used to register kernel callback routines and register Windows Security Center

ii. Still active, even if EDR user space service is already disabled

What is a minifilter driver? For what do EDRs use it? Responsible tasks? 
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Second Demo: EDR minifilter driver tampering

a) How to tamper the EDR minifilter driver? -> remember EDR registry keys

b) Final round -> knockout the EDR!

Disable registration of EDR minifilter driver, impact?
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https://www.deviantart.com/littlebasty98/art/Taekwondo-wallpaper-580014925



Many Thanks
BSides Munich! Thank you for the opportunity to be a part of 

BSides conference!
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